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Section 1. Definitions and trade financing processes

Defining trade-based money laundering and trade-based terrorist financing

Trade exploitation presents opportunities for OCGs, PMLs and terrorist financiers to
frustrate identification and intervention by authorities and financial institutions. It
can also support a broad range of other illicit financial flows, including capital flight,
sanctions evasion, customs violations, and tax evasion. To help simplify the issues,

this section of the report:

e Reaffirms the previous FATF definition of TBML and suggests a practical

definition of TBTF;

e Describes why TBML differs from trade-related predicate offences by focusing

on intent;

e Describes the basics of those trade financing techniques exploited in TBML/TF

schemes;

Trade-based money laundering versus trade-related predicate offences

TBML, as defined in the 2006 FATF report, is “the process of disguising the proceeds
of crime and moving value through the use of trade transactions in an attempt to

legitimise their illegal origin or finance their activities”.

In summary, the primary aim of any TBML scheme is the
deliberate movement of illicit proceeds through the
exploitation of trade transactions. In doing so, criminals
may engage in a range of other potentially unlawful
activities, such as  preparing false invoices,
mischaracterizing goods to circumvent controls, and other
customs and tax violations. But the aim of TBML - unlike
trade-related predicate offences - is not the movement
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of goods, but rather the movement of money, which the trade transactions
facilitate.

Another key distinction of TBML schemes is the involvement of PMLs. Whereas
criminals perpetrating trade-related predicate offences are usually the ultimate
beneficiaries of those illicit proceeds, PMLs offer specialist expertise using a range of
ML techniques (e.g. TBML) to diversify their risk exposure. These PMLs take receipt
of the criminal proceeds on behalf of the OCG and transfer or convert those proceeds,
including via TBML schemes, before passing them back to the OCG, minus the
payment of their fee or commission.

Defining trade-based terrorist financing

TBTF uses the same trade processes as TBML but has a significant and fundamental
difference - proceeds or value moved can come from both legitimate and illegitimate
sources, increasing the complexity in detecting and disrupting TBTF.

As such, the report defines TBTF as “disguising the movement of value through
the use of trade transactions in an attempt to finance terrorism, whether from
legitimate or illegitimate sources”.

While the report notes the additional layers of complexity in detecting TBTF, the case
studies referenced, and analysis of other material provided!!, identifies some aspects
of TBTF that may help authorities to strengthen their understanding of TBTF
schemes.

Trade process and financing

This next section summarises the common types of trade financing identified in
previous FATF reports. It is by no means an exhaustive list but is provided to ensure
a basic level of understanding.

International trade involves a range of risks for the parties involved, which leads to
uncertainty over the timing of payments between the exporter and importer. This
creates tension along the supply chain, which can have negative consequences for
both the importer and exporter.

Trade processes and financing have adapted to address this tension, while still
supporting the growth of the global marketplace. As such, there are five primary
methods of payment for international transactions, summarised in Table 1.1. These
are ranked in terms of preference for the importer or exporter - so the least
preferable method for the importer is usually cash in advance, as they must pay the
exporter ahead of receiving the goods, but this is the most preferable method for the
exporter.

11 For example, a sub-typology suggested is the procurement of items for use by terrorist groups. This includes typical goods such as
firearms, but also logistical equipment and weaponizable technology such as used vehicles or drones to conflict zones.
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Table 1.1 Payment processes and level of risk management

Least Preferable Less Preferable Neutral More Preferable Most Preferable

Letters of Credit
Open Account

Cash in advance
Consignment

Exporter | Consignment Open Account

Letters of Credit

Documentary collections

Importer = Cash in advance Documentary collections

Source: Adapted from Methods of Payment in International Trade (Export.gov),
https://2016.export.gov/tradefinanceguide/eg_main_043221.asp]

Contributors noted open account and documentary collections as being the most
prominent in their TBML analysis and investigation activities. In fact, the Wolfsberg
Group notes approximately 80% of international trade processed by FIs is open
account trading. However, just because this overview does not reference other types
of trade finance, this does not mean they aren’t exploited in TBML schemes.
Nevertheless, as a method for systematically disguising the proceeds of crime, an
importer routinely paying cash in advance is likely to arouse the suspicion of
authorities or Fls.

Open account

The United Nation’s Trade Facilitation Implementation Guide notes that an “open
account transaction is a sale where the goods are shipped and delivered before
payment is due”. Payment is usually made by a set time period, anywhere between 30
and 90 days after receipt of the good or service. TBML schemes frequently involve
this method because FIs have a reduced role, meaning less oversight than for the
documentary collection process. Fls can struggle to accurately or consistently asses
the legitimacy of the customer’s operations, whether through automated or manual
transaction monitoring.

This issue was highlighted in the APG’s report, which described it as “creating a
disconnect between the movement of the underlying trade and the money used to
finance it”12, This disconnect is then exploited by OCGs, PMLs or terrorist financiers,
using specific loopholes or gaps, in a compartmentalised fashion, mitigating their risk
exposure. Further complexity can be added by using third-party intermediaries in
multiple jurisdictions to frustrate law enforcement or Financial Institution (FI)
detection and disruption.

However, it is important to stress that open account trading is a fundamental part of
the global trading process, so the potentially easy answer of increasing regulation of
open account trading is not logistically or economically viable. Later sections of this
report highlight existing and newer initiatives that increase opportunities to spot ML
or TF exploitation, with additional reference material available online setting out
compliance procedures, for open account trading, to increase TBML detection.

Documentary collections

In documentary collection, the exporter requests payment by presenting shipping
and collection documents for the traded goods to its FI. The FI then forwards these

12 The 2012 report includes a comprehensive analysis of a range of open account facilities, including factoring, both export and import,
forfeiting, pre- and post-shipment finance, and credit arrangements between buyers and suppliers.
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documents to the importer’s FI, who then transfers the funds to the exporter’s FI, who
will subsequently credit those funds to the exporter.

However, despite a perceived increase in role for Fls, it is limited as they do not
necessarily verify the documents. In addition, documents are not always
standardised, increasing the risk of TBML exploitation through fictitious or false
invoicing. However, when these documents can be checked and assured, certain data
points can be used to spot TBML, including:

e Use of a personal email address in lieu of a legitimate business email.

e Subject to an FI's data storage capabilities, the obvious recycling of previous
documentation with few or no edits, including something as basic as the date.

e The complete lack of any trading presence of the exporter, following research
by the FIL. This included the use of residential rather than business premises
for exporters providing significant quantities of goods.
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Section 2. Trade-based money laundering risks and trends

The following section explores TBML risks and trends in more detail. In line with the
report’s objectives, this section:

e Acknowledges the requirements of the existing

FATF Recommendations, to give jurisdictions Every country in the world is

confidence in using or enhancing their existing involved in trade. Trade-
AML/CFT legal framework, policies, and procedures based money laundering and
to increase their ability to identify and disrupt

enabling activities - such as

TBML/TF.
the misuse of corporate
e [llustrates how jurisdictions and firms achieve an

understanding of their exposure to TBML and TBTF
and the process for developing that understanding, wide range of jurisdictions.
including via any national risk assessment (NRA)

process, or risk-specific threat assessments, for

example, the exploitation of a jurisdiction’s corporate structures in facilitating
TBML.

structures - can occurin a

e Highlights the most common types of predicate offences involving TBML as a
preferred or significant ML mechanism. The report does not focus on these
predicate offences in detail but references them to encourage competent
authorities to revisit historic or ongoing investigations into those predicate
offences to determine if TBML is involved.

e Summarises the economic sectors or products vulnerable to TBML/TF
exploitation. As with predicate offences, these are provided to guide
competent authorities or regulated firms in any review of those sectors or
products to determine if they are exploited for TBML/TF. It is by no means a
definitive list but illustrates the broad range of sectors and products that OCGs,
PMLs and terrorist financiers will exploit.
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e Provides insight into the common TBML techniques that have been
traditionally used by criminals, as well as outlining several newer TBML risks
that have emerged.

o Notes the facets of services-based money laundering (SBML), albeit stressing
that while it shares similarities with TBML, it is a totally different form of
money laundering.

Notwithstanding this section’s focus on risk, the report found that jurisdictions noted
difficulties in attempting to indicatively quantify the value of their TBML/TF
exposure. The main challenges include the complexity and growth of international
trade, the challenges customs authorities faced in checking more than a fraction of
international trade shipments!3, the cross-jurisdictional nature of TBML, and in some
cases, limited understanding of FIs and their customers of TBML/TF exposure.

Risk-based approach to trade-based money laundering

A significant change since the APG’s 2012 report is the revisions to the FATF
Recommendations and associated country evaluation procedures covering AML/CFT
measures. This includes the development of an effectiveness assessment
methodology, which focuses on the practical implementation of the AML/CFT
measures, rather than just the transposition of the FATF Recommendations into
domestic legislation. For example, the FATF Recommendations require a country to
have in place a legal framework for the prosecution of ML offences, while the
effectiveness assessment determines the extent to which these offences, including
TBML, are investigated and prosecuted in line with a country’s risk profile.

This section focuses on the implementation of a risk based approach to ML/TF, which
is a critical starting point for countries in assessing their risk exposure.

FATF Recommendation 114 requires countries to identify, assess, and understand
their ML/TF risks, and implement subsequent preventative and mitigating measures,
which are commensurate with the risks identified. This could include threats and
vulnerabilities linked to TBML/TF. Countries often meet this requirement by
developing NRA for ML and TF, some of which are publicly available in full or in a
sanitised form. These are primarily driven by public sector bodies but can incorporate
feedback from the private sector as part of the assessment development process.

While there are multiple ways of assessing ML/TF risk exposure to create the NRA, a
country assesses several different inputs, including intelligence reports, suspicious
transaction reports (STRs), threat assessments, investigation outcomes, and
economic and social indicators, as well as the level of the threat and existing
vulnerabilities15.

The overarching theme from public sector contributors to this report was the
association of TBML with a range of domestic and foreign predicate offences. This
includes offences resulting in the smuggling of illicit or restricted commodities, such
as drug trafficking, arms dealing or tobacco smuggling, with OCGs and PMLs re-

13 This activity can include a broad range of different data or documentary inputs, including but not restricted to - invoices, shipping
documentation, associated customs documentation, physical spot checks. However, contributors noted that even having access to
these inputs is no guarantee of detecting TBML, reflecting the need for co-operation with all trade chain participants.

14 Further details on specific FATF Recommendations are available on the FATF website - www.fatf-gafi.org

15 See FATF's Guidance on National ML and TF Risk Assessment for further details of the process. www.fatf-
gafi.org/publications/methodsandtrends/documents/nationalmoneylaunderingandterroristfinancingriskassessment.html
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exploiting the supply chain used to smuggle the goods to launder their criminal
proceeds.

Others noted TBML schemes associated with predicate offences not reliant on
commodity smuggling, such as tax evasion. These schemes, typically associated with
PMLs, require the development of new supply chains and financial intermediaries as
there was no pre-existing commodity supply chain to exploit. These TBML schemes
were often multi-jurisdictional, not only exploiting trade sectors in the originating
jurisdiction, but also impacting others through the exploitation of corporate services.

A handful of respondents referenced both actual and potential TBTF abuse and this
insight is covered later in this section. However, most did not see abuse of the trade
system in moving funds to facilitate terrorist acts, or on behalf of individual terrorists
or groups.

Every country in the world is involved in trade. TBML or TBTF can therefore occur
anywhere. Contributors noted that TBML/TF enabling activities — such as the misuse
of corporate structures - can occur in a wide range of jurisdictions. OCGs, PMLs,
and/or terrorist financiers exploit any potential loopholes or gaps, and the benefit of
the NRA is challenging countries to think about risk exposure in terms of threat and
vulnerability.

Box 2.1. German national risk assessment and trade-based money
laundering

In December 2017, Germany launched its first NRA as part of its efforts
to combat ML and TF. A total of 35 federal and local authorities were
involved in the assessment, which was led by the Federal Ministry of
Finance.

The first NRA highlighted the significance of TBML, because of Germany’s
volume of trade. Typical TBML methods identified included the over- and
under-invoicing of goods and services, multiple billing of goods and
services, fictitious trades, the use of shell companies, and the investment
of incriminated cash in high-priced goods (e.g, vehicles, watches,
jewellery, gold, real estate, art). In these cases, co-operation with the
private sector and the resulting reporting behaviour of the obligated
parties played a decisive role in building understanding of TBML risk.

Germany’s experience of integrating knowledge and information from
the private sector, particularly FIs, was to ensure the FIs - in addition to
the documents required in any case - have sufficient knowledge of the
underlying trade transaction and the trading partners. The FlIs,
particularly the banking sector, are then able to better detect indications
of TBML and submit a STR to the FIU.

Source: Germany

Nearly all public sector respondents noted they had specifically referenced TBML in
their NRAs or were aware of the risk of TBML exploitation through their financial and
trade systems and/or via abuse of legal entities in their country. Several delegations
referenced TBML as an elevated high-risk [see Box 2.2 below].
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Box 2.2. U.S. national risk assessment and trade-based money laundering

In the context of its national risk assessments, the United States classifies
TBML as both a threat and vulnerability. Threats like Mexican and
European transnational criminal organizations (TCOs) and their
associated drug trafficking activity, employ TBML schemes because their
sophistication makes it difficult for authorities to detect. Vulnerabilities,
such as the U.S. financial and trade sectors, are being exploited for TBML
purposes.

As early as 2005, the U.S. highlighted TBML in its National Money
Laundering Threat Assessment. The 2015 National Money Laundering
Risk Assessment (NMLRA) provided an update on TBML schemes,
finding most cases involved a complicit merchant or front company in
the U.S. that accepted illicit proceeds in exchange for goods. Following
publication of this NMLRA, the U.S. Treasury engaged in outreach with
various financial institutions across the United States to discuss these
findings.

In 2018, the U.S. issued its first National Illicit Finance Strategy! and an
updated NMLRA. The 2018 reports noted that TBML continued to be a
key laundering method associated with drug trafficking and cartels,
involving the use of illicit proceeds to buy goods for export. These
reports also highlighted the increased use of TBML by PMLs and how it
can break the link between the predicate crime and related money
laundering, making it difficult to associate drug traffickers with the ML
activity.

Finally, the 2020 National Illicit Finance Strategy noted that TCOs are
relying more on Asian PMLs who serve as money brokers in traditional
TBML schemes. TBML was also highlighted as a possible explanation for
a steady decrease in the number of bulk cash seizures throughout the
U.S. The decrease in seizures could indicate that TCOs are increasing
their use of more discreet methods of moving illicit money, such as
TBML.

Note:
1. Available at https://home.treasury.gov/system/files/136/National-Strategy-to-
Counter-Illicit-Financev2.pdf

Source: The United States

A small number of delegations noted their NRAs does not reflect TBML at all,
primarily because they do not consider it a major risk. One contributor was still able
to provide insight into its experiences of TBML, despite it not being referenced in the
NRA, while two other respondents referenced TBML in the context of general
economic crime risks, including legal entity exploitation and the role played by
intermediaries, such as company formation agents or financial advisors.

Many private sector contributors also undertook their own internal risk assessments
to gauge their exposure to TBML or TBTF. In fact, all private sector respondents
recognised their exposure to TBML, both in terms of financial products or services

© 2020 | FATF- EGMONT GROUP REPORT
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offered, and the extent to which their customers may be actively or unwittingly
facilitating TBML.

Box 2.3. Example of a private institution assessing its exposure to trade-
based money laundering

Singapore has identified TBML as a priority risk, and the Monetary
Authority of Singapore (MAS) has worked to raise industry awareness
of the risk over the past few years.

For instance, a FI in Singapore, which has an international presence and
global trade links, has identified TBML as a key risk, due to the
prominence of trade in Singapore’s economy. The institution has
assessed its trade finance business to be of higher inherent ML risk
based on geography, product, and transaction risk.

To enhance its ability to detect TBML and other risks, the institution
plans to roll out an automated transaction monitoring system. It will use
data and network analytics to flag higher-risk customers for
investigation, removing the need for manual review of individual trade
transactions.

Source: Singapore

Having identified and understood their risk exposure, FATF Recommendations
require jurisdictions to use that insight to inform mitigating actions and drive
effective co-operation across its AML/CFT system. For example, jurisdictions should
adopt a risk-based approach to supervision and in the context of TBML, this might
mean FIs with large trade finance divisions or significant cross-border payment
activity require additional oversight from supervisory bodies to ensure the
effectiveness of any threat mitigation strategy.

Jurisdictions with specialist company formation sectors, in addition to accountancy
service providers, should also consider the potential for these firms to be exposed to
TBML or TBTF, again ensuring the robustness of any threat mitigation strategy.

Box 2.4. Strengthening dealers in precious metals and stones regulation

Following conclusion of the German NRA and input from DNFBP
supervision activity, dealers in precious metals and stones in Germany
were highly susceptible to ML exploitation, including TBML. German
authorities noted significant cash payments, just under the due diligence
threshold of EUR 10 000. In addressing this risk, as part of transposing
the Fourth EU ML Directive into national law, the cash threshold
requiring dealers in precious metals and stones to conduct due
diligence was lowered to EUR 2 000.

Source: Germany

© 2020 | FATF- EGMONT GROUP REPORT



20 | TRADE-BASED MONEY LAUNDERING: TRENDS AND DEVELOPMENTS

Economic sectors and products vulnerable to TBML activity

This section briefly describes the common economic sectors and products at risk of
TBML. This should not be considered a definitive list and is primarily provided to give
a snapshot of the current risk, while highlighting the diversity of the sectors and
products exploited. As one private sector respondent noted, criminals exploit sectors,
products, or businesses prone to gaps in, or the inconsistent application of, customer
due diligence and know your customer processes across jurisdictions, which can be
exacerbated by a nascent or limited understanding of TBML risk.

A wide range of economic sectors are vulnerable to TBML, meaning both high-value,
low-volume sectors or products (such as precious metals) and low-value, high-
volume sectors or products (such as second-hand textiles) can be exploited by
criminals to launder the proceeds of crime. Despite this variety in sectors, a handful
of common themes conducive to TBML exploitation were identified:

e Goods with wide pricing margins;
e Goods with extended trade cycles (i.e., shipping across multiple jurisdictions);
e Goods which are difficult for customs authorities to examine.

Supply chains moving lower-value goods are most at risk to end-to end ownership by
a criminal organisation or PML network. The set-up costs can be considerably lower
than supply chains moving higher-value goods and may not attract the same level of
scrutiny by authorities across the supply chain. An additional benefit of exploiting
these products is the scope for supplying multiple markets across different
jurisdictions'®. This also helps mitigate the risk of alerting authorities or regulated
firms to any suspicions of market saturation - e.g. it wouldn’t necessarily be
suspicious if a particular lower-value product, such as clothing, is repeatedly shipped
to the same destination.

These factors create a suitable environment for the continued use of common TBML
techniques. For example, a criminal organisation may execute legitimate shipments
of cosmetic goods, creating enough valid documentation to allow for subsequent
phantom shipments and misuse of that previous documentation. In some instances,
the transactions remained entirely legitimate (so none of the common TBML
techniques were used), but the product shipped had almost no value as a saleable
good and is literally dumped once it arrived - e.g. second-hand textiles.

When OCGs or PMLs exploit higher value products, they are more likely to do so
through the penetration and subsequent misuse of established supply chains. OCGs
or PMLs may leverage an existing company struggling with a cash flow problem, they
buy their way in as a ‘silent partner’ and use the business and its supply chain contacts
to launder the proceeds of crime. This infiltration of legitimate businesses is covered
in further detail below.

16 These products are also usually in high demand - for example, cheap clothing - which can create the veneer of legitimacy for a TBML
network.
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Gold, precious metals, and minerals

The exploitation of gold and other precious metals and minerals is often a factor in
TBML schemes, including the use of gold as an alternative form of value within the ML
process - i.e. not just a commodity to exploit in moving value, but also a proxy for
cash.

The association with illegal mining activity creates additional issues such as
systematic breaches of health and safety standards, other forms of worker
exploitation, and substantial environmental problems.

Box 2.5. Use of gold in a trade-based money laundering scheme

In the United States, four Peruvian nationals were indicted for their
alleged involvement in a multi-billion dollar, international gold ML
scheme.

Between 2013 and 2017, the individuals conspired to purchase billions
of dollars of criminally derived gold from Latin America and the
Caribbean, which they likely knew was the proceeds of criminal activity,
including illegal mining, foreign bribery, and illicit smuggling. They used
a Florida based company that operated as a dealer in precious metals.

The gold was subsequently sold to complicit U.S. refineries, who
completed the ML cycle by paying for the gold, via wire transfers that
outwardly appeared to be legitimate payments for wholesale gold
purchases.

Source: The United States

Auto parts and vehicles

Numerous TBML schemes described the exploitation of auto parts or vehicles,
including trade in second-hand cars or luxury vehicles. One scheme included the
transportation of damaged cars from one jurisdiction to another, with a legitimate
market in place for onward sale, following repair of the vehicle.

The OCGs were appropriately declaring the right price at the point of export but were
declaring a considerably lower value at transhipment points. This was despite the
market for damaged cars being relatively transparent and the sale of vehicles close to
their undamaged price. To further frustrate LEAs, the OCG routed payments through
an entirely different network of companies located in alternate jurisdictions.

The following case study demonstrates how criminals add layering and complexity to
their TBML schemes. The OCG exploited several different sectors, including high-end
vehicles and lower-value textiles, diversifying their risk exposure and extending their
network into multiple jurisdictions.

© 2020 | FATF- EGMONT GROUP REPORT



22 | TRADE-BASED MONEY LAUNDERING: TRENDS AND DEVELOPMENTS

Box 2.6. Use of vehicles in a trade-based money laundering scheme

A joint investigation involving Spanish and Italian authorities identified
[talian nationals living in Spain who created a network of companies to
launder the proceeds of drug trafficking and tax fraud. The scheme had
links to Mafia activity.

Having used criminal cash to purchase luxury vehicles in Germany, the
OCG also registered and used legal entities and established a fake paper
trail for sales and purchases to create value-added tax chains. They then
exploited the trade process to both disguise the proceeds of their
original criminality and generate additional criminal proceeds. This part
of the ML scheme developed to such an extent, the OCG convinced a
legitimate supplier in Italy to annually deliver large numbers of vehicles,
increasing the legitimisation of their laundering activities.

Alongside the exploitation of these high-end motor vehicles, the OCG
also used import/export companies they controlled to purchase other
luxury items, such as watches, and lower-value items such as shoes and
fabric. The watches were purchased in Spain and Switzerland before
being supplied to drug traffickers in Morocco and the Netherlands, while
the clothing was purchased in Hong Kong, China and China, before being
exported to Colombia and Morocco for onward sale.

Intervention activity in 2017 identified assets worth EUR 8 million
across several European countries, while follow-up action in 2018
identified additional assets, including 11 properties, 6 vehicles, 32 bank
accounts, and shares of two companies that were all seized.

Source: Europol

Agricultural products and foodstuffs

TBML schemes also noted the exploitation of agricultural products, including the
abuse of food supply chains involving highly perishable items such as fresh fruit and
vegetables. These are good examples of low-value, high-volume products that are not
necessarily affected by market saturation given their perishability.

OCGs and PMLs penetrate these legitimate supply chains and use them as a means of
introducing illicit cash into the financial system. They do not use any of the common
TBML techniques, instead they exploit these legitimate supply chains to move their
criminal proceeds to different jurisdictions. The following case study highlights the
value of joint investigation teams targeting an OCG and PML network exploiting low-
value foodstuffs. It also shows how the PML involved third-party invoice settlement
to add further complexity to the TBML scheme.
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Box 2.7. Use of agricultural products in a trade-based money laundering
scheme

France, Belgium, and the Netherlands launched a multi-agency
investigation in 2016 following a routine vehicle check that uncovered
EUR 300 000. A jointinvestigation team was established, focusing on the
laundering of the proceeds of drug smuggling.

The drug traffickers employed the services of a PML network that used
several different techniques, including TBML. It had been active for an
estimated four years and was suspected of laundering about
€400 million. The PML network used underground banking networks in
France and Belgium, which collected and remitted the criminal
proceeds. The Netherlands-based underground banker worked in an
import/export business, trading in foodstuffs with North African
countries.

Potatoes and onions were purchased in the Netherlands and Germany,
and subsequently exported to several companies in North Africa. These
companies were directed to pay invoices into bank accounts controlled
by the drug traffickers.

At the end of the investigation in 2019, sentences for ML and drug
trafficking were handed down, including the seizure of €4.8 million
worth of assets and over €7 million in cash.

Source: Europol

Clothing and second-hand textiles

As with foodstuffs, clothing and second-hand textiles are a compelling example of a
low-value, high-volume product that allows for an extended supply chain, making
them attractive for exploitation in TBML schemes. The extreme price variability also
makes it attractive in terms of mis-description of the price to support the laundering
activity.

Several FIs noted the use of this sector, and one PPP has put together an industry-
wide alert highlighting key risk issues linked to the supply of second-hand clothing
and textiles.

Portable electronics (mobile phones, laptops, etc.)

Portable or handheld electronics are also attractive in TBML schemes as they can be
deliberately misrepresented and incorrectly valued, increasing the opportunity to
move significant criminal proceeds. The following case study highlights the
exploitation of portable electronics by OCGs.
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Box 2.8. Use of high-end electronics in a trade-based money laundering
scheme

In 2017, the Australian Border Force (ABF) commenced examination of
a TBML referral from an international partner relating to the
exploitation of trade in small portable electronics.

Detailed examination through a range of analytical techniques,
supplemented by financial and criminal intelligence, enabled ABF
specialists to prepare a detailed criminal network assessment of
associated entities. Piecing together an extensive network of ML
facilitators, the ABF found more than AUD 500 million
[EUR 303.6 million] had passed through Australian bank accounts since
2014.

Proceeds were generated by the sale of drugs in North America. The
criminal proceeds were transmitted to bank accounts in South East Asia,
before they were subsequently layered through a multitude of
Australian bank accounts in Australian Fls. The proceeds were remitted
to offshore bank accounts, or used to purchase small, high-end electronic
devices for export to companies in South East Asia and the Middle East.
The undervaluation of exported devices exaggerated the illicit value
being transferred offshore.

In this case, the ABF were able to use a combination of automated and
manual trade data discrepancy analysis techniques to better identify and
assess suspected instances of TBML. Declarations of goods on export
from country A should match the corresponding import to country B
(because the consignment, in theory, is the same thing). When they did
not match in this case, ABF officers had reason to believe that the
discrepancies were an indicator of trade mis-invoicing, and therefore,
potential TBML. Further investigation and collaboration with partner
agencies have enabled the linking of the OCG with the transactions.

Source: Australia

In addition to the sectors and products mentioned above, TBML exploitation also
occurs in the following sectors: construction materials (lumber), plant machinery,
scrap metal dealers, fuel and energy products, and alcoholic or soft drinks.

Types of businesses at risk of trade-based money laundering

As with sectors, the types of businesses at risk of TBML exploitation are varied. Small-
or medium-sized businesses featured in multiple TBML schemes, but some
investigations involved large multinational companies, often through overseas
subsidiaries that have more fluid trading relationships in distributing products into
newer markets.
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Specific business indicators to note include:
e Rapid growth of newly formed companies into existing markets;

o Evidence of consistent and significant cash payments, including those directed
towards previously unknown third-parties. These businesses may also receive
unexplained third-party payments;

e Unnecessarily complicated and complex supply chains, involving multiple
transhipments;

o Previously established companies specialising in one sector that unexpectedly
pivot into an entirely unrelated sector. One example provided noted an IT
company quickly established a foothold in the acquisition and distribution of
bulk pharmaceuticals;

e Companies simultaneously involved in more than one unrelated sector.

[tis important to note that if a company meets one or more of the above risk indicators
it does not mean it is being used in a TBML scheme. Further analysis is recommended
to offset the risk of false positives, for example, general trading companies that trade
in a multitude of commodities.

The below sub-sections provide additional insight into several categories of private
sector entities that are involved in international trade and may be uniquely positioned
to identify TBML, like freight forwarders and customs brokers, or are commonly used
by criminals as a tool in TBML schemes, like shell and front companies, while the role
of FIs and DNFBPs is explained in Section 6.

Shell and front companies

The exploitation of shell and front companies has become a key feature of many
different types of ML activity, as well as facilitating a significant number of predicate
offences. While there is often a significant intersection between TBML/TF schemes
and the exploitation of shell or front companies, they do not feature in all TBML/TF
schemes, particularly those involving exploitation of legitimate supply chains.

However, some OCGs, PMLs and terrorist financiers do construct their TBML scheme
around shell companies or involve them as part of the financial settlement process,
anonymising the ultimate beneficial owner to maximum effect. In turn, front
companies offer convenient opportunities to integrate physical cash into a business
and then exploit its banking relationships to move the cash across jurisdictions.

Freight forwarders and customs brokers

Freight forwarders play an important role in facilitating goods shipments, helping
buyers and sellers navigate often complex customs and shipping routines and
processes. They act as experts in determining the most efficient transportation
method in moving the goods, which can incorporate multiple modes for a single
shipment.

As such, freight forwarders can access and review relevant documentation that might
contain indications of TBML, including:

e Commercial invoices - although there is no standardised format, the
document must include information such as the parties involved in the
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transaction, the goods being transported and the harmonised commodity
description and coding system!”. A commercial invoice can include a
statement certifying the invoice is true.

o The bill of lading - is a document issued by a carrier, or its agent, to
acknowledge receipt of cargo for shipment. It serves three main functions:

o Itis aconclusive receipt, acknowledging goods have been loaded.
o It contains or evidences the terms of the contract of the carriage.

o It serves as a document of title to the goods. Simply, it confers title over
the goods to the named consignee or lawful holder.

Similarly, customs brokers, either affiliated with freight forwarders or independent,
work to make the import and export of goods run smoothly, by facilitating the
clearance of goods through customs processes. The broker will work with importers
to check whether the necessary documentation or licences are in place, while
ensuring the correct duty and taxes are paid, to reduce any delays. Their services can
include any or all the following:

e Checking the classification and valuation of goods, ensuring the right
commodity codes are used.

e Liaising with government agencies and customs authorities.

e Advising on any necessary licences for import of restricted or hazardous
goods.

e Helping arrange correct payment of import duties and VAT as necessary.

Even though most jurisdictions do not impose AML/CFT obligations on freight
forwarders and customs brokers, they can hold important trade data that can
complement information held by competent authorities and FIs in detecting TBML.
This is an important consideration as a key challenge in tackling TBML is the
disaggregation of relevant data - i.e. that no single stakeholder has ownership of or
access to information that would assist in identifying TBML.

Competent authorities should consider routine engagement with these critical
international trade facilitators to share information and risk indicators to better
educate them about TBML/TF schemes. This could extend to establishing new or
extending membership of existing TBML-focused PPPs to include freight forwarders
or customs brokers.

Common trade-based money laundering techniques

The FATF 2006 report identified several techniques that form the foundation of
TBML:

e Over- and under- invoicing of goods and services: The key element of this
technique is the misrepresentation of the price of the good or service, in order
to transfer value. In this type of arrangement, the critical enabling aspect is
that the importer and exporter are complicit in the misrepresentation.

17 This is known as the harmonised system, which is an internationally standardised system of names and numbers to classify traded
products. It is organised logically - i.e. animals and animal products are found in one section, while machinery and mechanical
appliances are found in another.
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e Over-and under- shipment of goods and services: As above, this involves the
misrepresentation of the quantity of goods or services, including ‘phantom
shipments’ where no product is moved at all. Again, it relies on collusion
between the importer and exporter.

e Multiple invoicing of goods and services: This doesn’t require the
misrepresentation of the price; rather it centres on the reuse of existing
documentation to justify multiple payments for the same shipment of goods
or delivery of services. Criminals or terrorist financiers exploit this further by
reusing these documents across multiple Fls, making it difficult for one
institution to identify it.

o Falsely described goods and services: This involves the misrepresentation of
the quality or type of a good or service, such as the shipment of a relatively
inexpensive good, which is described as a more expensive item, or an entirely
different item, to justify value movement.

While these techniques are listed independently, in practice criminals can mix these
methods in one scheme, further complicating the transaction chain. For example,
more sophisticated ML networks may use phantom shipping in conjunction with
multiple invoices. One shipment may involve the movement of actual goods to create
a veneer of legitimacy, or to test customs compliance processes, with subsequent
trading may uses multiple invoices for phantom shipments, serving as a cover for the
transfer of funds.

Another traditional type of TBML is Black Market Peso Exchange, which Central and
South American drug cartels have used to launder drug proceeds generated in the
United States. One of the drivers behind this scheme is currency restrictions, limiting
the ability of legitimate companies to purchase goods from external suppliers. Due to
these limitations, businesses have to rely on complicit money traders to exchange
legitimate local currency for US dollars. Drug cartels use this chain to move illicit US
dollars from one jurisdiction to another.

Usually in Black Market Peso Exchange schemes, the broker takes receipt of the dollars
from the drug cartel’s network of cash controllers and uses them to pay the US
supplier. Depending on the complexity of the scheme, the broker can pay to the
supplier directly, or may place the cash into multiple bank accounts using structured
deposits and then forward these funds to the suppliers via wire transfers. The US
supplier then exports the goods to the companies in the Central or South American
country, which then transfer local currency to the local money broker. After that, the
money broker passes local currency to the drug cartel, minus commission. This
scheme ensures no cash is moved between the jurisdictions, where it may be
identified and intercepted by LEAs.

The case study below highlights a scheme involving Black Market Peso Exchange,
reinforcing the fact that such schemes involve a degree of knowledge by the importer
and exporter about the illicit origin of the funds.
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Box 2.9. Black Market Peso Exchange Scheme

In January 2020, the US Justice Department indicted six Colombian
nationals, in co-operation with an Indian national, for their roles in an
international money laundering scheme involving TBML and the use of
unlicensed money transmission business.

The purpose of the scheme was to launder the proceeds of drug
trafficking, primarily using a Black Market Peso Exchange-style process
so the cash located in the United States was not physically transferred.

The scheme was built around the Colombian nationals allegedly working
as money brokers that receive criminal proceeds from couriers located
throughout the United States, and the receipt of incoming international
wire transfers. The physical cash was introduced into the U.S. financial
system so as not to raise suspicion, before being transferred to the
business bank account controlled by the Indian national, who was an
alleged complicit merchant. The merchant exported consumer
electronics to buyers throughout the world, including importers located
in Colombia.

The merchant exported roughly the equivalent value of consumer
products to the importers in Colombia, who in turn arranged to pay for
the products by delivering pesos to the money brokers in Colombia, who
passed this to the drug trafficking organisation. This negated the need
for the drug traffickers to attempt any movement of cash across borders,
thus reducing their risk of detection.

The case study also highlights the continued reliance on peso exchange
mechanisms and the misuse of legitimate trading relationships by
complicit exporters and importers to move the equivalent value from the
United States to Colombia.

Source: The Unites States

Overall, a key finding from the insight generated across the FATF Global Network,
FIUs and the private sector is that these techniques are still prevalent today. However,
other trends are emerging, including the exploitation of legitimate supply chains that
operate without the collusion between importer and exporter, or the introduction of
criminal cash into trade transactions, including the growth of surrogate shopping.

Assessment of current trade-based money laundering risks

The continued use of these common TBML techniques is complemented by the
consolidation of previous methods of financial settlement (e.g. third-party invoice
settlement) and the growth of newer techniques that support the integration of cash
into the financial system. Some of these methods do not rely on the techniques of
product or trade document misrepresentation.

o Illicit cash integration - given the prevalence of TBML as a process for
laundering the proceeds of illegally smuggled commodities, 0CGs and PMLs
need a way of successfully integrating illicit cash into the financial system,
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including the exploitation of other types of FI. The report has already covered
how this works in traditional Black Market Peso Exchange schemes, there is
variation of this method whereby OCGs or PMLs looking to dispose of illicit
cash cooperate with other OCGs or PMLs looking for cash. Another variation
of illicit cash integration is the exploitation of surrogate shopping networks
and the infiltration of legitimate supply chains.

e Third-party intermediaries facilitating invoice settlement - this was first
identified in the 2006 report and has remained a constant feature of TBML
schemes, including those schemes not involving complicit relationships
between the importer and exporter. As this report is targeted at a broader
audience, this risk is revisited here to help educate and inform those who may
find they are being told to engage with an entirely unknown and unrelated
third-party in settling the invoice.

lllicit cash integration
Exploitation of other types of Fls

While a substantial amount of TBML cash integration involved banks, OCGs and PMLs
can also exploit other types of Fls, including money value transfer services (MVTS) or
informal mechanisms like hawala. For example, conspirators involved in a false
invoicing TBML scheme have used MVTS to facilitate payment for the goods, rather
than attempt payment via a bank. The OCGs or PMLs perceive the MVTS sector'® to
have a less developed understanding of TBML, so the MVTS wouldn’t question why it
is facilitating a business payment of a significant amount rather than the payee using
a more appropriate method.

This reinforces the requirements set out in the FATF Recommendations, which set
out obligations on customer due diligence and MVTS respectively. Supervisors and
regulators should consider whether these businesses need to establish specific
TBML/TF risk mitigation policies and controls in meeting their AML/CFT
requirements.

Offsetting schemes

A variation of Black Market Peso Exchange is called offsetting or compensation,
whereby OCGs or PMLs dispose of illicit cash by cooperating with OCGs or PMLs
looking for cash. The following case study highlights how these different groups
cooperate to manage illicit cash integration through a hybrid TBML and SBML
scheme.

18 Some PMLs are known to operate or have a close relationship with MSBs, ensuring they retain control of the payment process.
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Box 2.10. Compensation scheme

For several years, Belgian authorities have noted that Brazilian or
Portuguese nationals are setting up or taking over Belgian companies in
the construction or cleaning industry.

These companies are often used as a cover to employ non-declared
workers in Belgium, operating as part of a network of different
companies, all with the same profile that establish and exist for a limited
time - essentially to carry out specific transactions.

They can be quickly and effectively replaced by new companies, with
new managers, in order to perpetuate the system. These companies take
receipt of criminal cash from other criminal networks, providing a
veneer of legitimacy by invoicing for building maintenance services; the
funds are then transferred to wholesalers in Asia. The wholesalers are
instructed to purchase merchandise on behalf of Belgian retailers, which
is subsequently imported and sold as part of a related TBML scheme.

Belgian companies
with activities in the
construction/cleaning sectors

Belgian companies
with activities in the
construction/cleaning sectors

Wholesalers in Asia

Companies generating illegal
cash/criminal networks

/s

Source: Belgium
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Surrogate shopping networks

Surrogate shopping networks involve individuals or networks of shoppers
purchasing desired goods on behalf of wealthier individuals, ostensibly to circumvent
customs controls or other forms of tariff restrictions. Some shoppers may also make
purchases on behalf of OCGs to distance them from the asset, suggesting the surrogate
shopper has at least some knowledge that what they are doing is on behalf of an OCG.
This type of activity has been exploited as part of TBML schemes and there are
similarities with Black Market Peso Exchange, whereby OCGs or PMLs provide local
currency (the proceeds of crime) to these surrogate shoppers, who pay for desirable
goods that are transported to another jurisdiction and passed to the OCG or PML.

An adaptation of this scheme involves the surrogate shopper paying for the requested
goods using credit cards, and the OCG or PML settling their debt using the proceeds
of crime. For example, students were making multiple purchases of portable
electronics, such as smart phones and tablets. Their credit card balances were
subsequently settled via electronic funds from companies suspected of laundering the
proceeds of drug trafficking. Not only did this allow for the laundering of criminal
proceeds, but the electronics were suspected of being sent for onward sale into grey
markets in Asia and the Middle East. This process can be used with the traditional
TBML techniques, including the misrepresentation of the goods purchased, to
increase the margins of the proceeds of crime transferred as payment.

Infiltration of legitimate supply chains

In this case, an OCG or PML purchases a stake in a legitimate business, which may or

may not be struggling financially, and continues using its supply chain as a method of
integrating illicit cash into the financial system. The OCGs or PMLs do not attempt to
change the business practices of the company they’'ve invested in, nor do they
necessarily introduced any of the common TBML techniques referenced previously.
Instead, their aim is a slow and steady increase of introducing illicit cash into the
business, while maintaining those existing supply chain relationships.

This method presents challenges for authorities or FIs to detect the TBML scheme,
however, as evidenced in the case study in Box 2.6, it still is possible to investigate
seizures of illicit cash and uncover a sophisticated TBML scheme.

Third-party intermediaries facilitating invoice settlement

Third-party intermediaries have remained a constant feature of TBML schemes, since
they were noted in the 2006 report. They often appear as part of the invoice
settlement process, and are often associated with the exploitation of open account
trading, because of the lack of oversight by FIs. They can serve a dual purpose,
depending on where in the chain the OCG or PML is involved.

For example, in penetrating legitimate supply chains and sourcing goods without any
misrepresentation, the OCG may pay for those goods by involving a previously
unknown third-party (usually the company responsible for integrating criminal cash)
into the transaction. As noted in the section on shell or front companies, these third-
parties may be based in locations with beneficial ownership secrecy provisions.

While FIs appear to be generally aware of the risk of these third-parties settling
invoices, unsuspecting firms receiving payment may not question why their trade
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relationship has suddenly expanded to incorporate a previously unknown third-
party, who may be based in a different jurisdiction.

Even though it is a long-standing risk linked to TBML schemes, it is not systematically
reported by DNFBPs, for example by auditors or accountants who may come across
such payments. Greater awareness of this technique may increase the frequency of its
reporting and the development of improved intervention strategies to disrupt TBML
schemes. The following case study highlights the role of third-party intermediaries
and the abuse of shell companies as part of an extensive TBML scheme.

Box 2.11. Third-party settlements

The New Zealand Financial Intelligence Unit (NZFIU) received multiple
suspicious activity reports regarding payments to New Zealand fruit
export companies which were being made from bank accounts in
Eastern Europe, which were registered to shell companies based in high-
risk jurisdictions. Suspicious activity reporting showed the New Zealand
companies received approximately USD 1.5 million during an 18-month
period from these overseas accounts.

NZFIU enquiries established that the transfers to the NZ companies were
payments for legitimate exports of NZ fruit to a South-East Asian
jurisdiction. When questioned, the company representatives could not
explain why the payments were originating from shell company
accounts, which had no known relation to the company actually
receiving the exported goods.

The New Zealand banks processing the payments supplied the FIU with
invoices which were provided to them as justification for the payments
- these invoices were clearly fraudulent and depicted the transactions
as payments for export of ‘ceramic tiles’ from the New Zealand company
to a company in Eastern Europe. The invoices were ‘signed’ by the
purported manager of the NZ company, but enquiries determined there
was no one by that name employed at the company.

The NZFIU assessed these payments, (potentially in the tens of millions
of dollars, based on the high-volume of account activity) formed part of
a complex TBML scheme being operated out of Eastern Europe, in which
illicit funds were converted to trade goods and shipped for resale in a
different jurisdiction, generating clean funds.

Source: New Zealand

Trade-based terrorist financing

Only a handful of respondents referenced trade-based terrorist financing (TBTF),
particularly as consideration when developing their NRA, recognising that what made
TBML schemes attractive in moving value, offered the same opportunities to terrorist
financiers.
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In practice, TBTF schemes can and do rely on the common TBML techniques. They
can also feature legitimate firms and transactions right through the supply chain, until
the funds are eventually diverted to terrorist organisations.

In the below case example, terrorists used an existing supply chain to move funds
from one country to another, avoiding making direct payments to each other and
using a commodity as a mean of moving value.

Box 2.12. Misuse of an existing trade chain to move funds for terrorists

Case example 1:

An importer in country A wanted to purchase goods from a supplier in
country B as part of the ongoing legitimate trade between them.
However, payment for the goods was made by operatives of a terrorist
organization located in country C. Once the supplier received the
payment, the goods were shipped to the importer. After receiving the
shipment, the importer paid the value of the goods in cash to operatives
of the same terrorist organisation located in Country A.

In this way, the terrorist organisation was able to transfer cash from
country C to country A through the legitimate trade system by using
commodity as currency. The goods were detected by the Israeli Customs
Authority and confiscated.

Case example 2:

In another case, a network of MVTS and hawala was used in order to
arrange settlements for the trade of goods between importers in
Country A and exporters in Country B. The importers paid for shipped
goods through a MVTS in Country A, who then transferred the funds to a
MVTS in Country B via hawala. The MVTS in County B then transferred
the payments to the exporters through a bank. For settlement purposes,
the MVTS in Country A sent money through cash couriers to an MVTS in
Country C, who then sent a bank transfer to the MVTS in Country B.

A terrorist financier from Country D then used this trade network in
order to transfer TF funds to a terrorist organization in Country A. The
financier transferred a sum of money to the MVTS in Country C, and this
MVTS then transferred the sum to the MVTS in Country B. The same sum
was then deducted from the amount, which the MVTS in Country A
would have needed to transfer to the MVTS in Country B for settlement
purposes. Instead, the MVTS in Country A passed the same sum to a local
terrorist organisation.

In this case, the terrorist financier penetrated the trade chain between
the supplier and importer, using complicit MVTS to inject funds intended
for TF purpose into the trade transactions, while avoiding making direct
payments to the terrorist organisation.
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Source: Israel

In the following example, suspected terrorists used the false invoicing technique to
facilitate the transfer of funds to terrorists.

Box 2.13. Trade-based terrorist financing case

[talian authorities identified suspicious financial activity in personal and
business bank accounts linked to two brothers. The brothers were
linked to firms operating in the wholesale and retail motor vehicle trade.
The purchase and movement of the vehicles was ostensibly legitimate,
however what alerted suspicion was the significant discrepancies in
how the economic activity behind the vehicle sales raised suspicion. For
example, there were significant cash deposits and withdrawals, plus
personal bank accounts credited with monies originating from other
commercial entities.

An initial analysis by the Italian authorities suspected a ML network,
which was operating a scheme using false invoicing. However, further
investigations began to identify identified a link to TF, which was
supplemented with open source reporting. Key risk indicators included
the jurisdictions linked to the export of the vehicles, the fact these
jurisdictions had poor counter-terrorism financing safeguards, and the
economic sectors involved, which had been associated with TF activity
previously.
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This was confirmed through subsequent STRs and the validation of the
intelligence by the Italian police. Profits from the transnational car
dealing were sent to Middle Eastern import/export companies and
onwards to terrorist organisations.

Source: Italy

Services-based money laundering

Services-based money laundering (SBML) is not TBML, and is included here for
reference as it is recognised as an increasing risk, including through open source
reporting'®. However, the fundamental difference between the two is that SBML
schemes rely on exploiting the trade in services or other intangibles to disguise and
justify the movement of illicit proceeds.

While this report does not explore the SBML phenomenon in detail, the schemes can
create further complexity for competent authorities or regulated entities to
successfully detect and disrupt ML. For example, for services such as consultancy or
advisory provision, it is hard to assess the legitimacy of the relationship between
service purchaser and service provider. In addition, there is no physical commodity
traded, which would normally create import or export data. The following services
and sectors were identified as vulnerable to SBML:

Gambling, particularly online gambling service providers;

Software providers, including gaming and business software, such as
electronic point of sale services;

Financial services, including virtual asset wealth management;
Consultancy and advisory services;

Trademarks and similar intangible items such as intellectual property rights.

19 Foundation for Defense of Democracies policy brief: Service-based money laundering: The Next Illicit Finance Frontier
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Section 3. Challenges to countering trade-based money
laundering

Despite significant attention to TBML within the FATF Global Network and a broader
expert community, countering this form of ML continues to be challenging for
jurisdictions. The aforementioned reports of 2006, 2008, and 2012, as well as the
WCO and Egmont Group’s Customs-FIU Cooperation Handbook? stress TBML as a
particularly complex form of ML that causes various difficulties at each stage of the
investigative and detection processes. These difficulties, as well as broader challenges
to international co-operation and difficulties experienced by the private sector in
identifying TBML schemes, have led to a relatively low number of successful TBML
investigations across the globe so far. The section below aims to summarise the most
critical of the challenges that significantly undermine the effectiveness of measures
implemented by jurisdictions to counter TBML.

Lack of understanding and awareness

The FATF TBML publications in 2006 and 2008 put TBML on the radar of agencies
worldwide, while the execution of NRAs have contributed to a better understanding
of TBML risks across jurisdictions. An increasing number of publications on TBML by
other international bodies, academia, and national authorities have also provided
valuable insights on TBML, thus contributing to the understanding of this phenomena
by the public and private sectors. However, as noted by many respondents, some of
the involved authorities still have only a basic understanding of TBML and may not
be aware of more sophisticated aspects of this crime. For the authorities that have an
advanced understanding of TBML, it is an ongoing challenge to keep pace with the
evolving TBML risks. As authorities increase their knowledge of TBML and take
efforts to adjust measures to combat it more effectively, criminals are constantly

20 See the web sites of both organisations for a public version of the hand book.
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seeking new opportunities to legitimise criminal proceeds through the misuse of the
international trade system.

One of the factors underlying these challenges is the relative complexity of TBML
schemes. They can involve a multitude of sectors and commodities exploited as a
means of moving value, from second- hand cars to flowers,

meaning no one scheme is like another. Moreover, law- Law-abiding organisations
abiding organisations involved in the supply chain, like
production companies and traders, see a piece of the puzzle,
but not all of them are sufficiently aware of the signs of see a piece of the puzzle, but
TBML. They may accordingly overlook such activity, even if not all of them are
they have the sophistication to detect it. This, in turn, makes
it difficult for authorities to identify higher-risk sectors and
prioritize their actions to mitigate the risks.

involved in the supply chain,

sufficiently aware of the
signs of trade-based money

laundering.

A growing number of online business opportunities has

opened new horizons for international trade. At the same

time, it has also created additional challenges to the understanding of TBML methods,
and technologies used by public authorities for oversight and analysis of trade
transactions may not be keeping pace. New technologies and the digitalisation of
trade allow for an increased speed of trade operations, which in turn requires
authorities to adopt their strategies and develop knowledge not only about the “modi
operandi” of criminals, but features of the modern trade system as well. In order to
identify suspicious trade and financial transactions among the thousands of
legitimate transactions in a timely manner, public authorities also need to digitalize
the tools and techniques they apply to analyse financial and trade data.

Domestic co-ordination and co-operation

Previous studies have highlighted challenges to collaboration between national
authorities as one of the most prominent issues in the context of countering TBML.
Based on the provided inputs for this report, a lack of collaboration remains one of
the largest concerns across the authorities, hindering the detection and investigation
of TBML.

The FATF Recommendations require jurisdictions to ensure that their investigators
of predicate offences are either able to investigate associated ML themselves or be
able to refer the case to another agency for a follow-up parallel financial investigation.
However, one of the factors associated with this challenge is that investigative
authorities focus on predicate offences and de-prioritise investigations into ML,
including TBML, especially if it's not their primary function. For example, the police
may prioritise investigation of predicate offences, tax authorities may be primarily
focused on tax fraud and customs authorities on commercial trade fraud and
smuggling, while ML receives a lower priority.

Since TBML is based on exploiting vulnerabilities of the trade system, some of its
material elements may be similar to other trade-based crimes. This similarity may
lead to a mischaracterization of the identified scheme by authorities as smuggling or
fraud, instead of TBML. For example, if authorities detect a discrepancy in the
documentation accompanying the cargo, they may prefer to stop the shipment and
charge the carrier with customs fraud or a violation of intellectual property rights
without investigating whether this could be TBML.
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